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Topology
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Network Stack
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Modulation

AieLer e fohet Sorsrai=en aT sfiftesar arg feyra(carrier signal) § T=HT SIS ST &l
=TT T H aREfad LA st TEhAT gl [T 8T & 979 UF ATgd MU gidl g oreH
GIEEECA1EY mmﬁaq%geﬁ%w‘fﬁmﬁﬁ%%mm?ﬁm AT T, FLT,
gﬁwﬁ?ﬁwﬁ'&ﬁaﬂw-mwﬁuddwﬁ il STA-3T Fleh STTARTL ol 0||§°h H ST
ST TR T 2
« Modulation T T FT BT THaT &

— Amplitude Modulation (AM)

— Frequency Modulation (FM)
— Phase Modulation (PM)

Mo

= favgatl &1 g7 99 qToaHH & AT g THAN F11eh Zehl SR dgd sl (9eqd & |




Amplitude Modulation (AM)
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Frequency Modulation (FM)
o Sraw arEs TGT AT SgiRy i ST o AT il AT F (oI AT ST & |

Frequency Modulation (FM)
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Wireless network # Collision

« T dcde | collision T& graT g S &l AT AT+ 8a12d TH &t

THT § Uk dedh 9< 2T transmit < T JIATT FLd gl 30T
et ethernet network ® I8 T ATHTT 914 & |

o I TUTAC HAeaeh U I FEL Uk ol 9T H 2T Wold 8, dl 22T
"THITUAT" 3T transmission TcH gl T |

= Wait for Random
. Backoff Time

e T RITT FT T9al ®¢d & f«ild CSMA/CD (Carrier Sense
Multiple Access/Collision Detection) T implement F¥ T&d
g | =9H S ®IT device STT &l transmit FIAT ATdT g AT Ta
g carrier I sense AT g & T ag carrier A== =+
U<t =1 = LT g *hl I3 3T q7 TEhR1 T2l § TIM T2l FL |
BT ¢ | Tfe &S 3T device Tgl § THAI TANT L Lol g af AWl |
AT device ATAT ITET T TAATL FIAT 3 ST T2 HITAA FLAT g | v
e qHT 912 device T ATgH @Tol (H ATAT & ST a7 ATAT H—{rmionba
STET STHHIS T Tohall ¢ | o




Error Checking 3ii¥ correction
Error g f*oTa g ST output SARIHLE, input T AT SARMHT ¥ HA A5l @1l ¢ |
TR = A digital signal =T st noise & w1 g @%hd & U foeeq & T feew # Si1a 9973
STeT T binary o & error 3 T&hdl g | stoia FREl T 0 % 1 372@T 1 % 0 H g3 9¢ I 1T 98
ST |
Error detection a8 Ta1s g [STEeh T TMETHAT & GHT noise AT STl H U JaATdl 9T 9L L&l
STt 2 |
Error detection I8 ATET FXAT & i dcd® | Fal W =TT &1 delivery reliable BT |
Error detection T T incorrect frame = =< T ITHAAT (probability) T FH FAT ¢ |

Error Detecting Codes: Si& T s ®v<9T transmit AT 8 T noise AT STET  HILI Tvadl T gl
qhdT g, S g 31 & o i geaer § $g stfai=h =ter Sie feam Sirar g 5+ error detecting
codes Fgd & | 37 codes F FIXT I error T TqT «RITAT ST ThdT g ST Gea 9l & AR & THT Tl g |
SHET T ATHTH 31840 ¢ parity check |

Error-Correcting Codes: 8% error-detecting #I< & 919, gH T8 {53 H39T H, 39 oI T Fl
feRTere o ToTT Feg ST 919 T T g | 39 T T IS error-correcting F1S FHgeTd & |

Error correcting codes ¥ parity check = 979 error &l feeae Faa T TH Tgq ATATH T gidl &
S T8 @XE g5 bit T dT FT Gehcll g 3 ST 31 T bit T7 I ATt g AT IT bit FT 0T 1 AAGT 19 0
ok Tea el Bl Al T fordT Sar 2 |




Media Access Control (MAC)

U+ Media Access Control (MAC) address 48 bit &1 address 2iaT g fSr&sht T T et ethernet
dedeh H al host & H&T HATL TATHAT LA o folUT {haT SATaT ¢ |

7% hardware &1 address 24T & ST < network interface card (NIC) =T s9Tq @8 fix ¥ f&a71 S1ar 8
AT TH IS H FaaT dgl ST ThaT @ |

T+ MAC address &1 <1 33T H unique FT ATBT | T8 hardware address 372147 physical address
AT FgT ATAT 2 |

MAC address 59T+ = {77 6 fg3ihia hexadecimal &< ®l STF9THAT grdl @ |
o Command Prompt - O

:\>ipconfigrall DOS prompt 9% I8 FHTE FAATHL AT
lindows IP Configuration SRS 2T FT MAC aqdreSS A 1P
address AT F 6 3 |

Host HName
Primary Dns Suffix
Mode Type
IP Routing Enabled
HINS Proxy Enabled

Ethernet adapter Ethernet:

Connection—specific DMS Suffix . =

Description : Bueadeommietriterane Gigabit Ethernet Plus
Physical Address. . . . . . . . . X C4-24—-6B-7B-27-57

DHCP Enabled :

Autoconf iguration Enabled




ROUTING

"Jeah & HeT traffic F routing

1T router IFFHITX AT 2 |

T [T Aed® & di9 227 Tohe
Fl TIEAT FLT al IHAT 2l
(Routing is the process of moving
data packets between different
networks. )

g @Y Jaas A9 H HJ9X
TITUT dgl ®C Tohd | VAT FLA
foro = & U qregw it e
gidat g ST 3Teh Hed packets T
switch F¥ e, T I F1I router
FILATE |

Router 21 faf9rsr weas & #=
interface T T FXdT ¢ | router #

T routing 29« gidt ¢ |

—
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IP Addresses (V4 31T V6)

¢ FAEL qeTh H Td® HE FH UH (99 7qr (address) grar g o IP address Fgd & THT & gIT
Tredde T fondl Fegex &t forfa T aqr @R AT ST 9T g | UF IP address, network layer #T address
BT € |

o FYET % AT TTC BIF & THT THH daoTd 31 Gehal g | el To FeX 7 UF 5f 999 § 9% 1% IP
address 31 T&aT & |

+ T# IP address T# 4 3% &7 hexadecimal Fa¥ grar g ir =l A # FRET node #T assign a1
StraT g | fheT sf node &t IP address it ®TET &1 IST¥ o T I&T SIT Thd T & |

An IPv4 address (dotted-decimal notation) I N t ern et A d d ress ( | P )

172 . 16 . 254 « 1
\ 4 \ 4 4 \ 4
10101100 .00010000 11111110 00000001 2 1 6 58 2 1 6 _ 1 64

| J | J
| |

| One byte = Eight bits

Google IP4 Address

| Google IP6 Address

|

Thirty-two bits (4* 8 ), or 4 bytes 2607:f8b0:4005:805::200e

ollg HEIRAT, o fdo IRTEH



IPv4 has 32-bit address length IPv6 has 128-bit address length

It Supports Manual and DHCP address configuration It supports Auto and renumbering address configuration

In IPv4 end to end connection integrity is Unachievable In IPv6 end to end connection integrity is Achievable

It can generate 4.29x 109 address space Address space of IPv6 is quite large it can produce 3.4x1038 address space

Security feature is dependent on application IPSEC is inbuilt security feature in the IPv6 protocol

Address representation of IPv4 in decimal Address Representation of IPv6 is in hexadecimal

Fragmentation performed by Sender and forwarding
routers In IPv6 fragmentation performed only by sender

In IPv6 packet flow identification are Available and uses flow label field in the
In IPv4 Packet flow identification is not available header

In IPv4 checksum field is available In IPv6 checksum field is not available

It has broadcast Message Transmission Scheme In IPv6 multicast and any cast message transmission scheme is available

In IPv4 Encryption and Authentication facility not
provided In IPv6 Encryption and Authentication are provided

IPv4 has header of 20-60 bytes. IPv6 has header of 40 bytes fixed
Tolta $1eifRam, Fo o aRTEH




Domain Name System (DNS)
Domain name system (DNS) T# ATHEFII S2TaH ¢ o $a¢qe 8= 919 ip address &
Rq & srqari<a gid &1 Domain Name system 39 STl & ATH &l §9 FIdT g S fhet
JIHTEE % ip address T TdT &M o folT ITANT Fild & AT ST wege? fhat dadrse Fil
TAqT AT o o0 ITART LT 2
Domain Name = IP addresses & ATHI | g5 &l 38" ¥ (@37 & | domain name &I
et URL H web Ha< T a1 o1 H {647 S1aT ¢ | 37ia Domain Name T web H4< &l
qaT glaT g | 319 : http://cbse.nic.infindex.html ¥ index.htm| w1 8 3T I€ HIsd N9
web TE< 9% TET g H4< &1 name g cbse.nic.in ST f& T domain name g | 8 d2a#® 9
SHOT Il ah ¥ I@T SATAT & -

T% domain name = &I @& 8id & —

— Top-level domain name (F9T aTeT 32211 H .in primary domain name g |)
— Sub-domain name (9 ATe IEZTEIT | .nic sub domain name g T9T cbse Wt sub domain name )

% domain name & 3I2gIX0T [MH & - .com, .edu, .gov, .mil, .net, .org etc
T <97 & ATHTL domain name : .in, .au, .nz, .jp, .Us etc




URL(Uniform Resource Locator) Structure
URL fa&T website 372@T webpage T 9aT &RTTH o fort fohaT Srar g | gRar e

distributed documents T Tg= &1 ATETH a1 & {17, HTTP locators =T ITIRT AT &
Sa¥e I Fohdt ofT ToRT ot STThT specify &3 @ foft URL 719 &¥aT ¢ |

URL % ToF=< | I T2 gld & -

— Protocol = S¥ http: , ftp;, https: etc.

— Host computer > 39 cbse.nic.in
— Port = g TF JelcTs HTEAT BIdT & STH [heT T T Aa< 8080 3T =9 host 3T path & 7&T T@T AT

2l

http://ww : /d

omain-names/online/index.xhtml

URL

— Path > 98 39 TIT9 94T path FT name g a1 SARTHET IT RIS T aht T3 ¢ |

http:/

WWW.javapassion.comj

Protocol

Host
Name

Port
Number

80/

javaintro/index. htrn.*

Path &
File
Name

#Networking API

Reference
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Basic Networking tools
THTITAT network tools 3T commands T TN 9 FTAT o folT BT Sar g -

— Netowrk configuration & fo@

— Network Troubleshooting & @
— Network status T 9dT F< & g
— User & 9919 &% # (o0

Tel 29 % tools TIaT comaands T TeTTT il —

Traceroute — I8 U d2ae diagnostic T FIAT & ST (el T OS I 3T 3T name |
ST T3 HATS T name g “tracert” fSiEeh a1 domain name 34T giAT ¢ |

G4 Command Prompt - tracert pythontrends.wordpress.com - O

icrosoft Windows [Uersion 6.3.96801
‘c) 2813 Microsoft Corporation. All rights reserved.

:sUzers~KU BARABAMKI *tracert pythontrends.wordpress.com

racing route to lb.wordpress.com [122.0.78.121
pver a maximum of 38 hops:

1 1 m=s 1 ms 1mse 1922_.168_A_.1
2 2 ms 1 ms 2 ms 192_.168B_8B_1
43 m=s 23 ms 1 ms




Basic Networking tools

* Ping — I8 T d<a+ diagnostic T AT & TEH ip address 37241 domain name 34T gId
g | TE TATAT & st Ta< & SHIT ol g 4T Tal |

= Uszers~KU BARABAMKI >ping facebook.com

inging facebook.com [157.248.198.35%1 with 32 bytes of data:
eply from 157.248_198.35: hyte==32 time=33ms TTL=54
eply from 157.248.198.35: hytes=32 time=28ms TTL=5H4
eply from 157.2480_.198.35: hyte=sz=32 time=48Bmz TTL=54

eply from 157.248_.198_.35: hytes=32 time=3Yms TTL=54

ing statistics for 15%7.248.1928_.35:

Packets: Sent = 4. Heceived = 4, Lost = B (Bx loss>.
pproximate round trip times in milli—seconds:

Minimum = 28Bms,. Maximum = 48Bms. Average = 32ms




Basic Networking tools

* |pconfig — g T Aeas troubleshooting T BIAT & SH® GTXT H dcds hl afeeh TR
gIeeT < Tohd & e MAC address, ip address, subnetmask etc.

= Users“ KU BARABANKI *ipconf ig

indows IP Configuration

thernet adapter Ethernet:

Connection—specific DMS Suffix

Link—-local IPve Address . . .
IPv4 Addre=s=s. . . . . . . . .
Subnet Mask . . . . . . . . .
Default Gateway . . . . . . .

feBA:eceb:c2ab:-f5a:d3l6x3
122_168_.H8.6

2552552558
fe8A:-:-S5ad5:6eff:fedl:=7228:3
122_168.8.1

unnel adapter isatap.<{D41AA3EE-38F8—42CF—982D-Y696FFBH216E::

Media State . . . . . - -« &« & .« .
Connection—specific DNS Suffix .

Media disconnected




Basic Networking tools

* nslookup — ST&T Ao BIAT & hame server lookup 3T THET T TradAc T4 o 1L |
ST h] (r\| NIRS] m a-; -&"—Q Eh_@r % | :sUserssKU BARABANKI »nslookup pythontrends.wordpress.com

Berver: dns.google
Address: 8H.8B.8_.8

on—authoritative answep:

lb.vordpress . com
Addresses: 172_.0.784.12
172.84.78.13

pythontrends .vordpress.com

* whois — I8 T query & g e HTeIH & g9 IsiIhd user & a1 H IdT &< Tohd ¢ I8 Uk

TR TS 2iaT ¢ | -0/

Cistempl
C:stempi*whoisc]l —» microzoft._.com

HOIS Server: vhois.opensrs.net

Registrant:
Microszoft Corporation
i rosoft Wa
Command Prompt - netstat . un 9335"2"
dows [Uersion 6.3.768H]
osoft Corporation. All rights rezerved.

ARABAMKI *netstat

name : MICROSOFT .COM

trative Contact:

tions nistrator,., Domain domainsEmicrosoft.com
Microsoft Way

1 Address Foreign Address State ond,. WA 98852

168.0.6:49435 sh—in—f188:5228 ESTABLISHED

168 .8.6:50227 184.26.6.27: https ESTABLISHED
168.0.6:56228 i1:https TIME_WAIT 230028080

- . - i al Contact:
168.8.6:58227 23.111 .9.35:https TIME_MWAIT master, MSN msnhstBmicrosoft.com

One Microsoft Uay
Redmond, WA 98@5%2

us
+1 . 4258828080




Basic Networking tools

netstat — §F|‘<=Fr Sl'iﬁﬂT "aa statistics a1 FLA F 1T FLd 2 |

Command Prompt - netstat

icrozoft Windows [Uersion 6.3_.96001]
Cc» 2813 Microsoft Corporation. All rights reserved.

sUsers~ KU BARABANKI *netstat

Active Connections
Proto Local Address Foreign Address State
TCP 1922.168.8.6:49435 sh—in—f188:5228 ESTABLISHED
TCP 122.168.8.6:58227 184.26.6.27 https ESTABLISHED

TGP 192.168._08.6:58228 il:https TIME_WAIT
TCP 192 .168.8.6:58229 23.111.92.35:https TIME_VWAIT

Speedtest — da Hil TITE 2& FLA & (olU ZH iz web TS T TINT T Tehd g oTd
OO kla . (=) PING ms (@) DOWNLOAD Mbps (%) UPLOAD Mbps

41 139 3.08

-+ Connections
: HOW DOES YOUR NETWORK AVAILABILITY

Multi COMPARE WITH YOUR EXPECTATIONS?

m | IKON BROADBAND PVT

LTD 1 2 s




Protocols

* Network ® STeT & & Y& * (1T Feg [FIAT o T8 BId & o AIEEE &7 g1 9973
STTAT & | AT 9Teai § g al sender ¥ reciever @ STl &l 3= sS4 § o [{aH 7 71 91e1
AT SATAT 8 39 A |T I Trerhid ®2d g | (Protocols are the set of rules to transmit the
data over the network.)

+ S ZH HEH U I qAd g A1 G I FAeAd & AT AT 91 FLI € ATrR AT AT A
T Ted T | 3 a9 g1 ST =1eT T qeas # fhdl 971897 & 39T UF S[g § T SF e
STAT g Af SH AT I T G7eA9 AT gidl g al Irgl (49T &l 9 protocol Fgd g |

o TealAC FAAGT dedeh X Th g9 9Tl Fg protocol A 2 -
— TCPIIP

HTTP

Application [ > Application

— http: Presentation Presentation
B E:ES Session Session
N Transport | TeE | Transport
— Telnet Network - 3 > Network
el | DataLink | | DataLink |
— SMTP

| | Physical [+————— "% ——  Physical

Tola seiRaEr, Fo o aRIET




E-mall

* Internet &I TATTAF T=Terd HaT & e-mail. SEH ZH T7=9T &l Tredde & AT ¥ Uk user §
AL user & 99 d 2 |

T [OIT T e-mail address FT AT ME9TF & ST xyz@gamail.com STgt xyz fet user T
unique id g 3T gmail.com IFHT e-mail TaT TaT5S< ¢ |

o« GiEE TATSST & 9T Uk mail server 2T g gl I¢ THEd mail Ifera T8t & 3T user 37a
AT T | 39 mails FT access FT THaT g | 3Ta: Tg T client-server Taeiehl I AT
giar g | =9 2 protocol T dT HTH FXd g mail 9std 78F SMTP 3T mail T80 Fi<d T80
POP. 20 9T o 9¢0T (A & —

— Composition > mail TITT FIAT

— Transfer - mail T F™2Z | mail #ET 9T AT M \

— Reporting > ST+ a7l T i=d HTAT T mail —
T AT gl AT deliver T AT 1 |

— Displaying = user T mail 9&-T

— Dispositon > T& % 1€ F4T AT 7 user i
T FaT gran ¢ | Person BsPC

ollg HGIRAT, o fdo RIS

Running POP Client

A Mail spool with
storage for
Person A

g »
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HTTP

Hyper Text Transfer Protocol gra<< 31aT world wide web 9% STaT &I access FL &

feTT U= protocol AT 7 |
T2 FTP 3T SMTP protocol & =0T & 1T 9 19 FH<al 2 |

Tg client-server e teht o TLTT IL HTT FHAT ¢ |

TaH client T request ASTAT g 4L & 919 3T server 39 hI T request &l respond
FAT g | ForEeh S{avia http T webpage FT FI€ HsaT ¢ |

HTTP Request
How HTTP works

World Wide Web
or Internet




HTTPS

« Hyper Text Transfer Protocol Secure
zeavde 4T world wide web 9T ETeT &l

access ¥ & [T Ue Fiard protocol grar

el

« g At HTTP =T U# version grar g SEH S

FT Jaaa secure giar g | foreeh For syaeh

http://www.example.com

>

password: abc123

web-browser ¥ HTET F HT TIX
encrypted gIaT g TATd [H Tvadl & T H |

o THHT TANT ATEFHAT Tgd HLEAT Tl FHTAT ST
online banking 3¥aT transaction IATe

Tt § oA STt g |

ollg HGIRAT, o fdo RIS

Helen g Without password encryption
HTTP = Hacker see "abc123"
https://www.example.com
10,0 >
password: abc123
- @‘ With password encryption
Carol mee®  Hacker see “xyaerXzabc
S



Network Applications

Remote Desktop-> f#t 32 & desktop T 379+ desktop & g &3 o oI |

Remote Login = 3 @ f&%H # user name 3T qT8a< & T I(TEA i & ol |
Telnet = T8 W1 RATE AT = A & o TTRT FRAT SITaT & S9H 1 99 | 2 user g
qHA ¢ |

FTP-> F&acals H wTged &l Ueh Fde § THL Fded § Asid & [T U= protocol 4T 2 |
SMTP-> g e-mail & <17 I3=% gI= a1 T protocol BraT & &Rt 92T 919 Simple Mail
Transfer Protocol % |

VolP-> a1 5aad Voice over Internet Protocol 2T g fSeeh g1 3TaTs &l gredde I%

Ueh ST & THLT SIS o ST ST €T & |
POP - 78 Post Office Protocol &T SRT @4 & mail & fa<or # fram STTar & |




Some Protocols

TCP/IP (Transmission Control Protocol/internet Protocol) suite
ARP (Address Resolution Protocol)

DHCP (Dynamic Host Configuration Protocaol)
DNS (Domain Name System)

FTP (File Transfer Protocol)

HT TP (Hyper Text Transfer Protocol)

HTTPS (Hypertext Transfer Protocol Secure)
ICMP (Internet Control Message Protocol)

W Q0 =] M N & W P =

IGMP (Internet Group Management Protocol)

10 IMAP4 (Internet Message Access Protocol version 4)
11 NTP (Network Time Protocol)
12 POP3 (Post Office Protocol version 3)

Toilg 1eiRAT, Fo o IRIESHT
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